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Virtualisation






Linux Namespaces






Mount Namespace

root@dogen:~# 1s /foo

root@dogen:~# unshare --mount bash

root@dogen:~# mount -n / /foo -o bind

root@dogen:~# 1s /foo

bin cdrom etc home 1ib64 mnt proc run

boot dev foo Tib media opt root sbin
root@dogen:~# exit

root@dogen:~# 1s /foo

root@dogen:~# |}




Network Namespace

root@dogen:~# 1p 1ink

1: To: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFA
11nk/1oopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

2: ethO: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc pfifo_fast state
Tink/ether 3c:97:0e:92:d8:8a brd ff:ff:ff:ff:ff:ff

4: wlan0O: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP mode D

5

8

Tink/ether 08:d4:0c:02:9e:00 brd ff:ff:ff:ff:ff:ff
: dockerQO: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state
Tink/ether 56:84:7a:fe:97:99 brd ff:ff:ff:ff:ff:ff
: tunl: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER_UP> mtu 1350 gdisc pfifo_fast
Tink/none
308: tunO: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER_UP> mtu 1500 gdisc pfifo_fas
Tink/none
317: wwanO: <BROADCAST,MULTICAST,NOARP> mtu 1500 gdisc noop state DOWN mode D
Tink/ether fa:ef:c5:19:e3:57 brd ff:ff:ff:ff:ff:ff
root@dogen: ~#
root@dogen: ~#
root@dogen:~# unshare --net bash
root@dogen:~# ip 1ink
1: To: <LOOPBACK> mtu 65536 qdisc noop state DOWN mode DEFAULT group default
Tink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
root@dogen:~# |}




root@dogen:~# echo $$%

19189

root@dogen:~# unshare --fork --pid --mount-proc bash
root@dogen:~# echo $%

1

root@dogen:~# ps auxf
PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND
1 0.8 0.1 32188 10720 pts/14 s 11:38 0:00 bash
38 0.0 0.0 22644 2588 pts/14 R+ 11:38 0:00 ps auxf
root@dogen:~# |}




UTS Namespace

root@dogen: uname -n

dogen

root@dogen: unshare --uts bash
root@dogen: hostname mycontainer
root@dogen: uname -n

mycontainer
root@dogen:~# exit
root@dogen:~# uname -n
dogen

root@dogen:~# J




john@dogen:~$% unshare --user bash

nobody@dogen:~$% whoami

nobody

nobody@dogen:~$% 1id

uid=65534(nobody) gid=65534(nogroup) groups=65534(nogroup)

john@dogen:~% echo 0 1000 1 > /proc/21522/uid_map

john@dogen:~$ |

nobody@dogen:~$ whoami

root

nobody@dogen:~$ id

uid=0(root) gid=65534(nogroup) groups=65534(nogroup)
nobody@dogen:~$ |}










Namepaces + cgroups

How can we bring this all together?



LXG — Linux Gontainers

root@srv-q0a9e: /root# Ixc-create -t ubuntu -n ubuntul
Checking cache download in /var/cache/lIxc/utopic/rootfs-amd64 ...
Installing packages in template: ssh,vim,language-pack-en
Downloading ubuntu utopic minimal
: Retrieving Release
: Retrieving Release.gpg
: Checking Release signature
: valid Release signature (key id 790BC7277767219C42C86F933B4FEOGACCOB21F32)
: Retrieving Packages
: validating Packages
: Retrieving Packages
: validating Packages
: Resolving dependencies of required packages...
: Resolving dependencies of base packages..
Found additional base dependencies: 1anguage pack-en-base 1ibck-connectorO Tibedit2 Tibgpm2 11K
1ibkrb5-3 Tibkrb5support0 Tibpython2.7 Tibpython2.7-minimal Tibpython2.7-stdlib 1ibwrap0O openss
ver vim-runtime
: Checking component main on http://archive.ubuntu.com/ubuntu..
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: Retrieving
: validating
. Retrieving
: vValidating
: Retrieving
: validating
: Retrieving
: vValidating
: Retrieving
: vValidating
: Retrieving
: validating
: Retrieving
: validating
: Retrieving
: vValidating

adduser 3.113+nmu3ubuntu3

adduser 3.113+nmu3ubuntu3

apt 1.0.9.2ubuntu?2

apt 1.0.9.2ubuntu?2

apt-utils 1.0.9.2ubuntu2

apt-utils 1.0.9.2ubuntu?2

base-files 7.2ubuntu?

base-files 7.2ubuntu?

base-passwd 3.5.36

base-passwd 3.5.36

bash 4.3-11ubuntul

bash 4.3-11lubuntul

bsdutils 1:2.25.1-3ubuntu4

bsdutils 1:2.25.1-3ubuntu4
busybox-initramfs 1:1.22.0-8ubuntul
busybox-initramfs 1:1.22.0-8ubuntul



Docker vs. LXC

What makes Docker different?



core@srv-7t29c ~ % docker run -t -i ubuntu
Unable to find image 'ubuntu:latest' locally
511136ea3cba: Pull complete
511136ea3cba: Download complete
f3c84ac3a053: Download complete
ala958a24818: Download complete
9fec74352904: Download complete
d0955f21bf24: Download complete
Status: Downloaded newer image for ubuntu:latest
root@a65ee08f6806: /# ps auxf
PID %CPU %MEM VSZ RSS TTY STAT START
1 0.0 0.3 18180 3408 ? Ss 17:39
18 0.0 0.2 15568 2184 7 R+ 17:42
root@a65ee08f6806: /# |

TIME COMMAND
0:00 /bin/bash
0:00 ps auxf




core@srv-7t29c ~ % docker run -t -i ubuntu

Unable to find image 'ubuntu:latest' locally

511136ea3cba: Pull complete

511136ea3cba: Download complete

f3c84ac3a053: Download complete

ala958a24818: Download complete

9fec74352904: Download complete

d0955f21bf24: Download complete

Status: Downloaded newer image for ubuntu:latest

root@a65ee08f6806: /# ps auxf
PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND

1 0.0 0.3 18180 3408 ? Ss 17:39 0:00 /bin/bash

18 0.0 0.2 15568 2184 ? R+ 17:42 0:00 ps auxf

root@a65ee0816806: /# |

docker # du -sh /var/lib/docker/overlay/*
/var/1ib/docker/overlay/511136ea3c5ab64t264b78b5433614aec563103b4d4702f3ba7d4d2698e22¢c158
/var/1ib/docker/overlay/9fec74352904baf5ab5237caa39a84b0af5c593dc7cc08839e2ba65193024507
/var/1ib/docker/overlay/ala958a248181c9aa6413848cd67646e5afb9797f1a3da5995¢7a636f050f537
/var/1ib/docker/overlay/a65ee08f680611bdd8846d16alebf3495bb0cf2cf35549eea7bbbd4efc357Ffbl
/var/1ib/docker/overlay/a65ee08f680611bdd8846d16alebf3495bb0cf2cf35549eea7bb664efc357ffbl-init
/var/1lib/docker/overlay/d0955f21bf24f5bfffd32d2d0bb669d0564701c271bc3dfcb64cfcS5adfdec2d07
/var/1ib/doiker/over1ay/f3c84ac3a0533f691c9fea4cc2ceaaf43baec22bed6a479e069f6d814be9b86

docker #




Docker Images: Layers

Hard linked together




Gontainer layers

core@srv-7t29c ~ $ docker diff ab5ee08f6
C /root
A /root/.bash_history
core@srv-7t29c ~ $ sudo bash
core # 1s /var/lib/docker/overlay/a65ee08f6* /upper/root/ -1lah

total 12K
2 root root 4.0K mMar 24 17:56 .

drwxr-xr-x 5 root root 4.0K mMar 24 17:39 ..
1 root root 8 Mar 24 17:56 .bash_history
core # |}




docker commit

core@srv-7t29c ~ $ docker run -1 -t ubuntu bash

root@f87ff71480e0: /# apt-get update -qqy

root@f87ff71480e0: /# apt-get install -qqy cowsay

Selecting previously unselected package cowsay.

(Reading database ... 11527 files and directories currently installed.)
Preparing to unpack .../cowsay_3.03+dfsgl-6_all.deb ...

Unpacking cowsay (3.03+dfsgl-6)

Setting up cowsay (3.03+dfsgl-6)

root@f87ff71480e0: /# exit

core@srv-7t29c ~ $ docker commit f87ff71480e0
5891cad42b6265ad41ldeadffc86c8le7cbhcd30f6b6cefl17d328ceb4a3103faa8cO
core@srv-7t29c ~ $ docker tag 5891ca42b626 cowsay

core@srv-7t29c ~ $ §




docker commit

core@srv-7t29c ~ $ docker images cowsay

REPOSITORY TAG IMAGE ID CREATED
cowsay Tatest 5891cad2b626 4 minutes ago
core@srv-7t29c ~ $

core@srv-7t29c ~ $ docker run cowsay /usr/games/cowsay go docker




docker save

corelsrv-71t29c ~ $ docker save -0 cowsay-image.tar cowsay
core@srv-7t29c ~ $

core@srv-7t29c ~ $ mkdir cowsay && cd cowsay
core@srv-7t29c ~/cowsay $ tar xf ../cowsay-image.tar
core@srv-7t29c ~/cowsay $ find

. /T3c84ac3a0533f691c9feadcclceaatd43baec22bf8d6a479e069f6d814be9b86
./T3c84ac3a0533f691c9feadcclceaat43baec22btf8d6a479e069f6d814be9b86/Tayer. tar
. /T3c84ac3a0533f691c9feadcc2ceaafd43baec22bf8d6a479e069f6d814be9b86/VERSION
./T3c84ac3a0533f691c9feadcc2ceaatd43baec22bf8d6a479e069f6d814be9b86/json
./511136ea3c5a641264b78b5433614aec563103b4d4702f3ba7d4d2698e22c158
./511136ea3c5a64t264b78b5433614aec563103b4d470213ba7d4d2698e22c158/1ayer. tar
./511136ea3c5a641264b78b5433614aec563103b4d4702f3ba7d4d2698e22c158/VERSION
./511136ea3c5a64t264b78b5433614aec563103b4d4702f3ba7d4d2698e22c158/json
./ala958a248181c9aab6413848cdb67646e5afb97971f1a3da5995c7a636F050f537
./ala958a248181c9%9aab6413848cd67646e5afb9797f1a3da5995¢c7a636f050f537/1ayer. tar
./ala958a248181c9aa6413848cdb67646e5afb9797f1a3da5995c7a636f050f537/VERSION
./ala958a248181c9aab6413848cdb67646e5afb9797f1a3da5995¢c7a636f050f537/json
./9fec74352904baf5ab5237caa39a84b0af5c593dc7cc08839e2ba65193024507
./9fec74352904baf5ab5237caa39a84b0af5c593dc7cc08839e2ba65193024507/1ayer. tar
./9fec74352904baf5ab5237caa39a84b0af5c593dc7cc08839e2ba65193024507/VERSION
./9fec74352904baf5ab5237caa39a84b0af5c593dc7cc08839e2ba65193024507/json

. /d0955F21bf24f5bfffd32d2d0bb669d0564701c271bc3dfcbd4cfc5adfdec2d07

. /d0955F21bf245bfffd32d2d0bb669d0564701c271bc3dfcb4cfcSadfdec2d07/layer. tar
. /d0955F21bf24f5bfffd32d2d0bb669d0564701c271bc3dfcb4cfcSadfdec2d07/VERSION
./d0955F21bf24f5bfTfd32d2d0bb669d0564701c271bc3dfcb4cfcSadfdec2d07/json
./5891cad2b6265ad41deadffc86c8le7cbcd30fbbcefl7d328ceb4a3103faa8cO



Dockerfile

FROM ubuntu

RUN apt-get update -qqy

RUN apt-get install -gqy cowsay

ENV MESSAGE “nothing to say”

CMD sh -c "/usr/games/cowsay $SMESSAGE"



JC ~/cowsay $

Sending build context to Docker daemon 2.048 kB
Sending build context to Docker daemon
Step 0 : FROM ubuntu

---> d0955f21bf24
Step 1 : RUN apt-get update -qqy

---> Running in b2a4c5db8d0c

---> 1750b1fd3561
Removing intermediate container b2a4c5db8d0c
Step 2 : RUN apt-get install -qqy cowsay

-—-> Running in 3f77772d5145

Selecting previously unselected package cowsay.
(Reading database ... 11527 files and directories currently installed.)
Preparing to unpack .../cowsay_3.03+dfsgl-6_all.deb ...
Unpacking cowsay (3.03+dfsgl-6)
Setting up cowsay (3.03+dfsgl-6)

---> 7b3936a80d79
Removing intermediate container 3f77772d5145
Step 3 : ENV MESSAGE "Nothing to say"

-—-> Running in 9145c24c28c2

---> 158f2b92e533
Removing intermediate container 9145c24c28c2
Step 4 : CMD sh -c "/usr/games/cowsay $MESSAGE"

---> Running in 1639cda2fb5ee

---> 68fcf7cffebl
Removing intermediate container 1639cdalfbee
successfully built 68fcf7cffebl




core@srv-7t29c ~/cowsay $ docker run 68fcf7cffebl




coreldsrv-/t

cowsay

core@srv-7t29c ~ $ docker push johnl/cowsay
The push refers to
Sending image list
Pushing repository

511136ea3cbha:
f3c84ac3a053:
ala958a24818:
9fec74352904:
d0955f21bf24:
1750b1fd3561:
7b3936a80d79:
158f2b92e533:
68fcf/7cffebl:

Image
Image
Image
Image
Image
Image
Image
Image
Image

Pushing tag for rev
core@srv-7t29c ~ $ |

a repository [johnl/cowsay] (len: 1)

johnl/cowsay (1 tags)
already pushed, skipping
already pushed, skipping
already pushed, skipping
already pushed, skipping
already pushed, skipping
successfully pushed
successfully pushed
successfully pushed
successfully pushed
[68fcf7cffebl] on {https://cdn-registry-1




john@dogen:~$%$ docker pull johnl/cowsay

Pulling repository johnl/cowsay

68fcf7cffebl:
511136ea3csa:
f3c84ac3a053:
ala958a24818:
9fec74352904.:
d0955121bf24:
1750b1fd3561:
7b3936a80d79:
15812b92e533:
Downloaded newer image for johnl/cowsay:latest
john@dogen:~$%$ docker run -e MESSAGE="welcome home"

Status:

Download
Down load
Download
Down load
Download
Down load
Download
Download
Down load

< Welcome home >

complete
complete
complete
complete
complete
complete
complete
complete
complete

john@dogen:~$ |}

johnl/cowsay



mysql image

john@dogen:~$ docker run -e MYSQL_ROOT_PASSWORD=secret mysql
Running mysql_install_db ...

Installing
2015-03-24
2015-03-24
2015-03-24
2015-03-24
2015-03-24
2015-03-24
2015-03-24
2015-03-24
2015-03-24
2015-03-24
2015-03-24
2015-03-24
2015-03-24

MySQL
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

47
47 :
47
47 :
47 :
47
47 :
47
47 :
47 :
47
47 :
47

system tables.

37
37
37
37
37
37
37
37
37
37
37
37
37

13
13
13
13
13
13
13
13
13
13
13
13
13

[Note]
[Note]
[Note]
[Note]
[Note]
[Note]
[Note]
[Note]
[Note]
[Note]
[Note]
[Note]

.2015-03-24 21:47:37 13 [Note] InnoDB:

InnDDB :
InnoDB:
InnoDB:
InnoDB:
InnoDB:
InnoDB:
InnoDB:
InnoDB:
InnoDB:
InnoDB:
InnoDB:
InnoDB:
InnoDB.

The InnoDB memory heap is disable
Mutexes and rw_locks use GCC ato
Memory barrier is not used
Compressed tables use zlib 1.2.7
Using Linux native AIO
Using CPU crc32 instructions
Initializing buffer pool, size =
Completed initialization of buffe
The first specified data file ./
Setting file ./ibdatal size to 17
Database physically writes the f
Ssetting log file ./ib_logfilelOl
1 ib_logfilel s



d - $ docker run
1net 172.17.0.56/16 scope
core@srv-7t29c ~ $ docker run
inet 172.17.0.57/16 scope
core@srv-7t29c ~ $ docker run
inet 172.17.0.58/16 scope
core@srv-7t29c ~ $ docker run
inet 172.17.0.59/16 scope

global ethO
-1 -t ubuntu
global ethO
-1 -t ubuntu
global ethO
-1 -t ubuntu
global ethO

Networking

grep globa
addr 1s dev eth0O | grep global™”
addr 1s dev eth0O | grep global”

addr 1s dev eth0O | grep global”



Service discovery

core@srv-7t29c ~ $ docker run -t -i --Tink 3b0425eb9ca8:mysqlserver mysqglclient
root@la5c813e0ald: /# env | grep MYSQL
SERVER_ENV_ _MAJOR=5.6
SERVER_ENV_ _ROOT_PASSWORD=secret
SERVER_PORT=tcp://172.17.0.62:3306
SERVER_PORT_3306_TCP_PORT=33006
SERVER_PORT_3306_TCP_PROTO=tcCp
SERVER_NAME=/clever_turing/mysqlserver
SERVER_PORT_3306_TCP_ADDR=172.17.0.62
SERVER_ENV_ _VERSION=5.6.23
SERVER_PORT_3306_TCP=tcp://172.17.0.62:3306
root@la5c813e0ald: /# mysql -u root -p$MYSQLSERVER_ENV_MYSQL_ROOT_PASSWORD \
> -h mysqglserver
welcome to the MySQL monitor. cCommands end with ; or \g.
Your MySQL connection id 1is 4
Server version: 5.6.23 MySQL Community Server (GPL)

Copyright (c) 2000, 2014, oracle and/or its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or "\h' for help. Type '\c' to clear the current input statement.

mysql1> J




Persistent storage with Volumes

core@srv-7t29c ~ $ mkdir mysqgldata

core@srv-7t29c ~ $ docker run -d -e MYSQL_ROOT_PASSWORD=secret \
> -v /home/core/mysqldata: /var/1ib/mysql mysql
8c977e95811f66dc9t382691c74d4d4b6407ca8de2ee5d45e25b67bd769e2e8T

core@srv-7t29c ~ $ 1s mysqldata
auto.cnf 1ib_logfile0 1ib_logfilel ibdatal mysql performance_schema
core@srv-7t29c ~ $ §




The unit of deployment



The Future of Docker
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